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Random failure and targeted attack



The Northeast blackout of 2003 was a widespread power outage. 
Area: the Northeastern and Midwestern US and Ontario in Canada.
Time: 4:10 p.m. August 14, 2003.

The blackout's primary cause was a software bug in the alarm 
system at a control room of the FirstEnergy Corporation in Ohio.

Operators were unaware of the need to re-distribute power after 
overloaded transmission lines hit unpruned foliage. A manageable 
local blackout was cascaded into widespread distress on the 
electric grid.



Power grid of North America 
as a complex network

• Nodes: generators, transmission sub-stations, distribution 
sub-stations

• Edges: high-voltage transmission lines

• 14,099 nodes: 1,633 generators, 2,179 distribution 
substations, the rest transmission substations

• 19,657 edges



The influences of the attack on the 
nodes in the network are different. 



Why was the New York attacked on 
9.11? 



Biological networks have critical nodes



Networks are often attacked: sometimes 
they are robust to this attack, and 

sometimes they are lethal.  



Network robustness and resilience
vs. 

Lethality

If a given fraction of nodes or edges are removed, what happens 
in the network? How large are the connected components? 
What is the average distance between nodes in the components?



Random failure vs. targeted attack

• Edge removal 

– Random failure: each edge is removed with probability (1-p) 
corresponds to random failure of links.

– Targeted attack: causing the most damage to the network 
with the removal of the fewest edges.
• strategies: remove edges that are most likely to break 

apart the network or lengthen the average shortest path
• e.g. usually edges with high betweenness.



Betweenness centrality

Betweenness centrality is an indicator of a node's centrality in a network. It 
is equal to the number of shortest paths from all vertices to all others that 
pass through that node. A node with high betweenness centrality has a 
large influence on the transfer of items through the network, under the 
assumption that item transfer follows the shortest paths. 



Models

• Erdös-RényiHomogeneous

– Each possible link exists with probability p

• Scale-free Heterogeneous

– The network grows a node at a time

– The probability i that the new node is connected to node i
is proportional to know many links node i owns (preferential 
attachment)



diameter

• The interconnectedness of a network is described by its 
diameter d, defined as the average (or the largest) length of 
the shortest paths between any two nodes in the network. 

• The diameter characterizes the ability of two nodes to 
communicate with each other: the smaller d is, the shorter is 
the expected path between them.



R. Albert, H. Jeong, and A.-L. Barabasi, Attack and error tolerance of 
complex networks, Nature, 406 (2000), pp. 378–382. 

Scale-free network



Scale-free networks are resilient 
with respect (i.e., robust) to random attack

Gnutella network, 20% of nodes removed. 

(Gnutella is the first decentralized peer-to-peer network.)

574 nodes in giant component 427 nodes in giant component



Targeted attacks are affective (i.e., lethal) 
against scale-free networks

Same gnutella network, 22 most connected nodes removed 
(2.8% of the nodes)

301 nodes in giant component574 nodes in giant component



Brain Hubs

• It has been noted that some of these brain regions play a 
central role in the overall network organization, as indexed by 
a high degree, low clustering, short path length, high 
centrality and participation in multiple communities across 
the network, identifying them as “brain hubs.” 







Brain Hubs

• Examining the function and role of these hubs is of special 
interest as they play a central role in establishing and 
maintaining efficient global brain communication, a crucial 
feature for healthy brain functioning. 

• First studies have identified a number of key cortical hubs 
(Hagmann et al., 2008) but many organizational properties of 
brain hubs— particularly their structural linkages— have yet to 
be revealed.









Rich club phenomena

• The so-called “rich-club” phenomenon in networks is said to 
be present when the hubs of a network tend to be more 
densely connected among themselves than nodes of a lower 
degree. 

• The name arises from the analogy with social systems, where 
highly central individuals— being “rich” in connections—often 
form a highly interconnected club. 

• The presence, or absence, of rich-club organization can 
provide important information on the higher-order structure 
of a network, particularly on the level of resilience, hierarchal 
ordering, and specialization. 







Rich club phenomena

• The strong rich-club tendency of power grids, for example, is 
related to the necessity of the network to easily distribute the 
load of one station to the other stations, reducing the possibility 
of critical failure. 

• On the other hand, the absence of rich-club organization in 
protein interaction networks has been suggested to reflect a 
high level of functional specialization.



Cortical hubs as major centers of 
information processing





Global efficiency of the network 

• The inverse of the mean of the minimum path length between 
each pair of nodes, Li,j, is a measure of the global efficiency of 
parallel information transfer Eglobal in the network



Rich clubs: hubs in the brain are 
interconnected among themselves.











Relationship between cortical hubs and 
Amyloid beta deposition in Alzheimer’s disease?





Abnormalities of Network topology 
in Schizophrenic brains



The brain dynamics among hubs, rich clubs, and other 
nodes during information processing is the most significant 

issue in neuroscience.   



What is connectomics?



What is connectome?

• The connectome is the complete description of the structural 
connectivity (the physical wiring) of an organism’s nervous 
system (c.f. Scholarpedia). 

• The field of science dealing with the assembly, mapping and 
analysis of data on neural connections is called ‘connectomics.’ 



Structural connectivity 
as a basis for function

• It may seem obvious that the function of a network is critically 
dependent on the pattern of its interconnections.

• Despite the intense effort that has gone into elucidating the 
structure and function of neural systems, we do not currently 
have a comprehensive map of the network connectivity 
structure of the brain of any species, with the notable 
exception of the nematode C. elegans. 





‘c. elegans’ is one and only ‘animal 
connectome’ so far 

(300 neurons and 8000 synapses)





The functional roles of the neurons 
in c. elegans are not mostly known yet.



Structural connectivity 
as a basis for function

• In principle, it should be possible to compile such data sets, at 
least at some level of resolution, for all organisms that have a 
nervous system. 

• It has been suggested, simultaneously and independently by 
Sporns and Hagmann, to call the full connectivity structure 
(the connection set) of an organism’s brain the connectome, in 
deliberate analogy to an organism’s full complement of genetic 
information, the genome. 

• Connectomics has been defined as the science concerned with 
assembling and analyzing connectome data sets.  



Structural connectivity 
as a basis for function

• In the human brain, the significance of the connectome stems 
from the realization that the structure (connectivity) and 
function of the human brain are intricately linked, through 
multiple levels and modes of brain connectivity. 

• The connectome naturally places strong constraints on which 
neurons or neural populations can interact, or how strong or 
direct their interactions are (Scholarpedia). 



• The pattern of dynamic interactions shaped by the 
connectome underlies the operations and processes of human 
cognition. Structure-function relationships in the brain are 
unlikely to reduce to simple one-to-one mappings. 

• This is immediately evident since the connectome can 
evidently support a great number of variable dynamic states at 
each time, depending on current sensory inputs, global brain 
state, learning and development. 

• Potential for very rapid changes of structural connectivity has 
been afforded by two-photon imaging experiments showing 
the rapid (dis-)appearance of dendritic spines. 

• Despite such complex and variable structure-function 
mappings, the connectome is an indispensable basis for the 
mechanistic interpretation of dynamic brain data, from single-
cell recordings to functional neuroimaging.



Different scales of connectome

• Brain networks can be defined at different levels of scale, 
corresponding to levels of spatial resolution. Connectomics is 
directed at providing descriptions of brain connectivity at 
different scales, which can be roughly categorized as 
microscale, mesoscale and macroscale. 

• Ultimately, connectomic maps obtained at different levels may 
be joined into a single hierarchical map of the neural 
organization of a given species that ranges from cells to 
populations to systems, even though it is unclear to what 
extent such a mapping might remain probabilistic.



• At the microscale (micrometer resolution), neural systems are 
composed of interconnected neurons. In more highly evolved 
organisms, the number of neurons comprising the brain 
easily ranges into the billions. According to various estimates, 
the human cerebral cortex alone contains at least 10 billion
neurons linked by 10 trillion synaptic connections. Mapping 
such a network at cellular resolution poses many challenges 
(Olarf Sporn). 

• At the mesoscale, corresponding to a spatial resolution of 
hundreds of micrometers, many anatomical structures of the 
brain contain anatomically and/or functionally distinct 
neuronal populations, formed by local circuits (e.g. cortical 
columns) linking hundreds or thousands of individual 
neurons. 



Mesoscopic mouse connectome





• At the macroscale (millimeter resolution), large brain systems 
may be parcellated into anatomically distinct modules or areas 
that maintain specific patterns of interconnectivity. 



How can we get the connectome of an 
animal?



The connectome at cellular resolution

• Traditional histological circuit-mapping approaches have 
included light-microscopic techniques for cell staining, 
injection of labeling agents for tract tracing, or reconstruction 
of serially sectioned tissue blocks via electron microscopy (EM). 



An electron microscope (EM) is a type of microscope that uses an electron 
beam to illuminate a specimen and produce a magnified image.
An EM has greater resolving power than a light microscope and can reveal the 
structure of smaller objects because electrons have wavelengths about 100,000 
times shorter than visible light photons. 



• Each of these classical approaches has specific drawbacks when 
it comes to deploying these techniques for connectomics. 

• The staining of single cells, e.g. with the Golgi stain, to trace 
cellular processes and connectivity suffers from the limited 
resolution of light-microscopy as well as difficulties in 
capturing long-range projections. 

• Tract tracing, often described as the gold standard of 
neuroanatomy for detecting long-range pathways across the 
brain, generally only allows the tracing of fairly large cell 
populations and single axonal pathways. 

• EM reconstruction was successfully used for the compilation of 
the C. elegans connectome (White et al., 1986). However, 
applications to larger tissue blocks of entire nervous systems 
have difficulty with identification of corresponding structures 
in tissue slices, which are usually distorted and of low contrast. 





The connectome at cellular resolution

• Recent advances in mapping neural connectivity at the cellular level 
offer significant new hope for overcoming the limitations of classical 
techniques and for compiling cellular connectome data sets. 

• Using a combinatorial color labeling method based on the stochastic 
expression of several fluorescent proteins, called Brainbow, 
Lichtman and colleagues were able to mark individual neurons with 
one of over 100 distinct colors. 

• The labeling of individual neurons with a distinguishable hue then 
allows the tracing and reconstruction of their cellular structure 
including long processes within a block of tissue. 

• While the labeling and tracing of all neurons in a complete 
mammalian brain may still represent an overly ambitious goal, more 
restricted components of a cellular connectome (for example the 
wiring of a cortical column or of the layered structure of the retina) 
have come within reach. 





The connectome at the large scale

• There are several established empirical approaches that allow the 
construction of connectome data sets at the level of macroscopic 
connectivity, i.e. at the level of anatomically segregated brain regions 
connected by inter-regional pathways. 

• Cerebral white matter architecture can be mapped by histological 
dissection and staining, by degeneration methods and by axonal 
tracing. 

• Axonal tracing methods have formed the basis for the systematic 
collection of white matter pathways into comprehensive and species-
specific anatomical connection matrices. 

• Landmark studies have included the areas and connections of the 
macaque visual cortex  and the cat thalamo-cortical system. The 
development of neuroinformatics data bases for anatomical 
connectivity, for example the online macaque cortex connectivity tool 
CoCoMac, allow for continual updating and refinement of such 
anatomical connection maps. 



Functional connectomics



How do we apply the graph-theoretical, 
complex network analysis to the connectome?



Model Organism: Why C. elegans?

Function Anatomy

Behavior Topology of neuro-synaptic network

relation??

The only animal with nearly complete wiring diagram

279 nonpharyngeal neurons with ~8000 synapses 



How does a worm move?

Nose + Tongue + Skin

Chemotaxis & Thermotaxis

Navigating the environment

Sinusoidal locomotion (preferring) 

omega turn (refusing)

NAVIGATION

LOCOMOTION

Analyzing behavioral-level changes

Genetic Perturbation

Laser Ablation



Clustering Method

Finding out densely linked groups



Eigenvalue based community detection
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Figure 2. Optimal divisions of the C. elegans connectome using the modularity-based 
community detection algorithm.

Sohn Y, Choi MK, Ahn YY, Lee J, Jeong J (2011) Topological Cluster Analysis Reveals the Systemic Organization of the 
Caenorhabditis elegans Connectome. PLOS Computational Biology 7(5): e1001139. doi:10.1371/journal.pcbi.1001139
http://journals.plos.org/ploscompbiol/article?id=10.1371/journal.pcbi.1001139

http://journals.plos.org/ploscompbiol/article?id=10.1371/journal.pcbi.1001139


Figure 3. Neuronal composition of the structural clusters.

Sohn Y, Choi MK, Ahn YY, Lee J, Jeong J (2011) Topological Cluster Analysis Reveals the Systemic Organization of the 
Caenorhabditis elegans Connectome. PLOS Computational Biology 7(5): e1001139. doi:10.1371/journal.pcbi.1001139
http://journals.plos.org/ploscompbiol/article?id=10.1371/journal.pcbi.1001139

http://journals.plos.org/ploscompbiol/article?id=10.1371/journal.pcbi.1001139


Figure 4. Functional implications of the derived clusters.

Sohn Y, Choi MK, Ahn YY, Lee J, Jeong J (2011) Topological Cluster Analysis Reveals the Systemic Organization of the 
Caenorhabditis elegans Connectome. PLOS Computational Biology 7(5): e1001139. doi:10.1371/journal.pcbi.1001139
http://journals.plos.org/ploscompbiol/article?id=10.1371/journal.pcbi.1001139

http://journals.plos.org/ploscompbiol/article?id=10.1371/journal.pcbi.1001139


Figure 5. The structural relationship between 5 hierarchical clusters.

Sohn Y, Choi MK, Ahn YY, Lee J, Jeong J (2011) Topological Cluster Analysis Reveals the Systemic Organization of the 
Caenorhabditis elegans Connectome. PLOS Computational Biology 7(5): e1001139. doi:10.1371/journal.pcbi.1001139
http://journals.plos.org/ploscompbiol/article?id=10.1371/journal.pcbi.1001139

http://journals.plos.org/ploscompbiol/article?id=10.1371/journal.pcbi.1001139


Dynamics of temporal networks: 
Networks changes and are evolved over time. 
















